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A significant part of uncertainty in a firm's eangis is related to the way it operates
business in terms of operational risk that canmoexplained by market fluctuations. It
was only a decade ago, when the more or less conwe@nwas that operational risk
could be measured using subjective/qualitative @ggres only. Since then, quantitative
modelling of operational risk has evolved signifitg, driven mainly by regulatory
requirementsCommonly, risk in financial institutions is dividedto credit risk, market
risk and other types of risk such as operatiorsd. The Basel Committee on Banking
Supervision in its 1988 Accord (Basel 1) recogniskdt capital charge for credit risk
implicitly covered other risks. However, the New sBh Capital Accord (Basel II,
effective from January 2007) explicitly defines ameats operational risk. Operational
risk is now receiving the same regulatory treatnasnimposed on credit and market risks.
It is expected that economic capital allocation dmerational risk is 15-25% for the
major banks.

Operational risk as defined by Basel Il is “thekridf loss resulting from inadequate or
failed internal processes, people and systemsaon fexternal events”. Strategic and
reputational risks are excluded from this defimtihile legal risk is usually included.
Some of the examples of operational risk eventdygre: internal fraud, external fraud,
business disruption, system failures. Under theeBhsequirements, operational risk can
be estimated using three approaches: Basic Indié¢giproach, Standardised Approach
and Advanced Measurement Approach (AMA). While firet two approaches are
mainly to calculate capital charge according teegivegulatory factors, the AMA allows
banks to quantify capital charge for operations tising their measurement approaches.
It is expected that banks receiving AMA accrediatiwill benefit by having lower
capital requirements for operational risk. The demment of AMA is of strong
importance for the banks and is the focus of thisla. Currently, there is no established
measurement methodology for AMA and the Basel It@d allows an unprecedented
amount of flexibility in the approach. The basieraknts of AMA are: internal data,
external data, scenario analysis, and factorsatéilg business environment and internal
control systems. Emerging best practices sharenanom view that AMA based on a
Loss Distribution Approach (LDA) is the soundestthoal.

LDA relies on actuarial techniques based on maulbf frequency and severity of
operational risk losses to estimate expected amkpetted losses, see e.g. Klugman
Panjer, and Willmot (1998). To illustrate the amaro, consider loss events due to one
operational risk over one year. Assume that themual frequency, number of events per
year, is well described by the discrete randomaldei (or counting proces®y from



some discrete distribution (so called frequencyrithstion). This corresponds to some
event timesr; <7, <...<T, . Also, assume that losses at these ev&piX,,...,Xy , i.e.

severities, are well explained by some continuoisribution (so called severity
distribution). Then, the annual loss can be catedlas

It is common to assume that and X, ,i = 1...,N are all independent. Typically, the

frequency and severity distributions are well digsat by the Poisson and LogNormal
distributions respectively. The total operationakrloss over one year is the sum over
annual losses of all risks in the bank. The distrdn of annual loss usually cannot be
found in closed-form and Monte Carlo simulationused to estimate unexpected and
expected losses objectively. Expected loss is alyiadefined as the mean of the loss
distribution. Unexpected loss is defined as théetkhce between Value at Risk (VaR) at
the 0.999 level (i.e. 0.999 quantile of the losstribution) and expected loss. The
regulatory capital charge is assumed to cover warp loss only, while expected loss is
assumed to be covered via the internal bank’s piavs.

The loss data is primary input for estimation o fhrequency and severity distributions.
A large enough quantity of the internal loss datald be sufficient for estimation of the
distributions using statistical techniques. Howeweany business areas have insufficient
internal data, and thus the external data shoulcbb@ined with the internal data. Using
loss data for risk management purposes has inhesgaitness because it is not forward
looking and do not capture changes in risk androbeinvironment. This issue can be
addressed through scenario analysis and factodectiefy internal and external
environments.

There are many important aspects in the quantibicadf operational risk that require
careful consideration. Some of them are:

* Loss data are collected above some reporting talgdevel. This should be
taken into account when the distributions are estih using statistical techniques.

* The dependence between risks has significant impactstimates of the total
capital charge. For example, the capital chargetdugeveral independent risks
can be significantly less than the capital chaogetiese risks if they are perfectly
dependent, this is so-called diversification. Thasiest way to introduce
dependence between risks in the model is via degpeedbetween frequencies of
the risks. This can be done using, for exampleulzomethods.

» Scaling of the external loss data to be combinegt tine internal data and expert
opinion for estimation of distribution paramete@e of the possible approaches
to resolve this is credibility theory.

* An important part of operational risk is risk maeagent. That is, scenario
analysis should be incorporated. This can be aelidy identifying dependence
of distribution parameters on certain factors (eegenue of the company, number



of transactions, etc.). Then, the capital charge loa calculated for different
scenarios of these factors over the coming year.

» Accurate modelling of the distribution tail is regpd. Some approaches suggest
use of the Extreme Value Theory for tail modelling.

Quantification of operational risk is a relativelyew area when compared to
guantification and understanding of credit and raarlsks. Operational risk modelling is
a broad field for new research and developmentatiéne of meaningful quantitative
approach to operational risk management is a diffitask with many challenges
emerging. Different opinions on measurement tealesgand methodologies are hotly
debated.
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