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Abstract

To meet the Basel Il regulatory requirements fer Advanced Measurement Approaches,
the bank’s internal model must include the usentérnal data, relevant external data,
scenario analysis and factors reflecting the bgsirenvironment and internal control
systems. Quantification of operational risk canbetbased only on historical data but
should involve scenario analysis. Historical inroperational risk loss data have
limited ability to predict future behaviour moreoybanks do not have enough internal
data to estimate low frequency high impact evedéxjaately. Historical external data are
difficult to use due to different volumes and otHactors. In addition, internal and
external data have a survival bias, since typicatlg does not have data of all collapsed
companies. The idea of scenario analysis is tonesti frequency and severity of risk
events via expert opinions taking into account bamkronment factors with reference to
events that have occurred (or may have occurredther banks. Scenario analysis is
forward looking and can reflect changes in the bamlenvironment. It is important to
not only quantify the operational risk capital algo provide incentives to business units
to improve their risk management policies, which ba accomplished through scenario
analysis. By itself, scenario analysis is very satiye but combined with loss data it is a
powerful tool to estimate operational risk lossBsyesian inference is a statistical
technique well suited for combining expert opini@msl historical data. In this paper, we
present examples of the Bayesian inference metioodgperational risk quantification.

Keywords: operational risk, loss distribution approach, Bage inference, Basel Il
Advanced Measurement Approaches, compound progeastitative risk management.



1 Introduction

Under the Basel Il requirements, see BIS (200%arsk intending to use the Advanced
Measurement Approaches (AMA) for the quantificatioh operational risk should
demonstrate accuracy of internal models within Bsask cells (eight business lines
times seven risk types) relevant to the bank. Tetntlee regulatory requirements, the
model should make use of internal data, relevattreal data, scenario analysis and
factors reflecting the business environment anerinatl control systems. Basel Il defines
operational risk as the risk of loss resulting frovadequate or failed internal processes,
people and systems or from external events. Thigiten includes legal risk, but
excludes strategic and reputational risk. There vamous aspects of operational risk
modelling, see for e.g. Chavez-Demoulin, Embredrid NeSlehova (2006) or Cruz
(2004). Under the Loss Distribution Approach (LD#y AMA, banks should quantify
distributions for frequency and severity of opeyadil losses for each risk cell (business
line/event type) over a one year time horizon. T@emmonly used model for the annual
loss in a single risk cell (business line/evengdyis a compound process

Z=) X, (1)

where N is the annual number of events modelled as a randariable from some
discrete distribution (typically Poisson) axqd, i =1...,N, are severities of the events

modelled as independent random variables from éirewmus distribution. Frequendy
and severitiesX; are assumed independent. Note that the indepeadesscimed here is

conditional on distribution parameters. Estimatiminthe annual loss distribution by
modelling frequency and severity of losses is d-Wwebwn actuarial technique, see e.g.
Klugman, Panjer, and Willmot (1998). It is also dite model solvency requirements in
the insurance industry, see e.g. Sandstrom (2006thrich (2006).

The estimation of frequency and severity distrimsi is a challenging task,
especially for low frequency high impact losses.e Thanks internal data (usually
truncated below approximately US$20,000) are abbiléypically over several years and
contain few (or none) high impact low frequencyskes The external data (losses
experienced by other banks) are available throbgid fparty databases, but these are
difficult to use directly due to different volumesd other factors. Typically, external
data are available above US$1million. Moreover, tteda have a survival bias as
typically the data of all collapsed companies ave available. It is difficult to estimate
distributions using these data only. It is als@chkbat this estimation is backward looking
and has limited ability to predict the future due @ constantly changing banking
environment. For example, assume that a new palay introduced in the bank, aiming
to decrease the operational risk losses. Themitatabe captured in the model based on
the loss data only. As another example, assumethleatisk has a true arrival rate of
1/100. A bank started to collect data two yearsagbby chance this risk event occurred
within this period. Formally, applying loss datapagach, the arrival rate of this risk
might be estimated as 1/2, which is clearly ovérested, however, it is important to take
this event into account.



It is very important to have scenario analysis rpooated into the model. In fact,
it is mandatory to include scenario analysis inte imodel to meet the regulatory
requirements. Scenario analysis is a process wakdgrtby banks to identify risks;
analyse past events experienced internally and thgrdoanks (including near miss
losses); consider current and planned controlshen danks; etc. Usually, it involves
workshops and templates to identify weaknessesngtins and other factors. As a result
some rough quantitative assessment of risk frequeara severity distributions is
obtained from expert opinions. By itself, scenamalysis is very subjective and should
be combined (supported) by the actual loss datlysisa

In practice, ad-hoc procedures are often used hisbto combine internal data,
external data and expert opinions. For example:

» Fit distribution to the combined samples of intéarad external data.
» Estimate event arrival ratek,, and A, implied by external and internal data, and

combine them asvA;,, + 1—-wW)A,, using expert specified (or calculated by ad hoc
procedure) weightv to estimate frequency distribution.

» Estimate distribution as a weighted s, (X)+w,F, (X)+ @1-w, —w,)F:(X),
where Fg (X ), F (X), and Fg(X) are the distributions identified by scenario

analysis, internal data, and external data respytiusing ad-hoc calculated weights
w, andw, .

Bayesian inference is a statistical technique weited to incorporate expert opinions
into data analysis. There is a broad literatureedog Bayesian inference and its
applications for the insurance industry as welbter areas. For a good introduction to
the Bayesian inference method, see Berger (1983%rdhe closely related methods of
credibility theory, see Buhlmann and Gisler (200Bhe method allows for structural
modelling where expert opinions are incorporatetb ithe analysis via specifying
distributions (so-called prior distributions) foroatel parameters. These are updated by
the data as they become available. At any poititne, the expert may reassess the prior
distributions, given the availability of new infoaton (for example when new policy
control is introduced), that will incorporate thisformation into a model. In our
experience, this technique is rarely used for dperal risk, although briefly mentioned
in Cruz (2002). Below we describe this techniquénimi the context of operational risk
and provide several examples of its applicatiorofegrational risk quantification.

2 Bayesian inference
Consider a random vector of observatioNs (X;, X,,...,X,, whose density, for a

given vector of parametefs=(6,,6,,...,6¢ ), is h(X|0) . In the Bayesian approach, both

observations and parameters are considered tondema Then Bayes’ theorem can be
formulated as

h(X,8) = h(X |8)72(8) = (8 | X)h(X) , 2)



where 71(0) is the density of parameters, a so-called pristriution (typically, 71(0)

depends on a set of further parameters that aleddayperparameters, omitted here for
simplicity of notation);71(0|X) is the density of parameters given observed data

so-called posterior distributionh(X,0) is the joint density of observed data and
parametersh(X |0) is the density of observations for given parangetandh(X) is a
marginal density oX . The later can also be written as

h(X) = j h(X |0)72(0)d . (3)

For simplicity of notation, we consider continuom$d) only. If 72(8) is a discrete
distribution, then the integration in the above resgion should be replaced with a
summationh(X) = > h(X | 0)77(6) .

The objective (in the context of operational rigkjo estimate the predictive distribution
(frequency and severity) of a future observati®p,,; conditional on all available
information X = (X, X,,...,X,, ). Assume that conditionally, given parametersX, .,
and X are independent and,,; has a densityf (X,,; |0 .)Then the conditional density
of X,4,0ivenX, is

F (X [X) = [ (X110 10)x 720 | X) 0. (4)

It is common to assume (and is assumed in all elesrigelow) thatX,, X,,...,X,, X, .1

are conditionally independent (give®) and identically distributed. Using (2), the
posterior distribution can be written as

70 ]X) =h(X |8)72(8)/h(X) . ) (5

The distributionh(X |0) is a likelihood function of observations. HelgX) plays the
role of a normalization constant, thus, the postedistribution can be viewed as a
product of a prior knowledge with a likelihood fuion of observed data. In the context
of operational risk we propose the following theteps:

* The prior distribution72(@) should be estimated by scenario analysis (expanians
with reference to external data).

* Then the prior distribution should be weighted witle observed data using formula
(5) to get a posterior distribution(0 | X).

* Formula (4) is then used to calculate the predictistribution ofX,,; given the
observationsX .

The approach of the Bayesian estimates leads imalpestimates in a sense that the

mean square error of prediction is minimized, farenon this topic see e.g. Bihlmann

and Gisler (2005).



The iterative update procedure for priors If the observationsX;, X,,...,X,, are
conditionally (given® ) independent and identically distributed with dgnd (.|0), then

n

the likelihood function can be written %X |0) = |_| f(X; |0). Denote the posterior
1=1

distribution calculated aftek observations ag, (0] X,,...,X, ,)then using (5), observe

that

k
7801 Xy X,) D 7HO)[] £ (X, 10) D Ay (®] Xy, ome X)X F (X, 10). (B)
i=1

Hereafter,ll is used for statements with the relevant termg.dnls easy to see from (6),
that the updating procedure which calculates thstgoomrs from priors can be done
iteratively. Only the posterior distribution calatéd afterk-1 observations and tHeth
observation are needed to calculate the postermstrilkdition afterk observations. Thus
the loss history over many years is not requireaking the model easier to understand
and manage, and allowing experts to adjust therprat every step. Formally, the
posterior distribution calculated aftde-1 observations can be treated as a prior
distribution for thek-th observation. In practice, initially, we startithv the prior
distribution 72(0) identified by expert opinions and external datly ofhen, the posterior

distribution 72(0 | X) is calculated, using (5), when actual data aremesl. If there is a

reason (for example, the new control policy introglh in a bank), then this posterior
distribution can be adjusted by an expert and e@ceads the prior distribution for
subsequent observations. Examples will be presenti following sections.

3 Conjugate prior distributions

So called conjugate distributions are very useafupriactice when Bayesian inference is
applied. The precise definition, see e.g. Buhlmamah Gisler (2005), is:

Definition: Let F denote the class of density functiongx |6), indexed bys . A class
U of prior densitiesz(0) is said to be a conjugate family fér if posterior density
(0| X) = f(X|0)n(8)/ f(X), Where f (X) =J' f (X |0)77(6)de , is in the class) for

all fOF andnlU .

Formally if the familyU contains all distribution functions then it is gagate to any
family F. However, to make a model useful in practice itriportant that) should be as
small as possible while containing realistic dsitions. Below we presenf-U
conjugate pairs: Poisson-Gamma, LogNormal-Normate®-Gamma that are the most
useful examples for modeling frequencies and skeglin operational risk. Several other
pairs (Binomial-Beta, Gamma-Gamma, Exponential-Gajnroan be found in e.g.
Buhimann and Gisler (2005). In all these casesy@d posterior distributions have the



same type and the posterior distribution parameterseasily calculated using the prior
distribution parameters and observations (or reégeissusing (6)).

3.1 Poisson-Gamma (frequency modelling)

The Poisson distribution is often used for modglithe frequencies of operational risk
losses. Suppose that conditionally, givemmbservationdN = (N,,...,N,, )are independent

random variables from Poisson distributidtgisson(A) , with a density

N
f(N|/l):e‘/‘%, A20, (7)

and prior distribution ford is Gamma distributionGGamma(a, £) with a density

V= AIB) ™ AR, A>0.a>0,B50. 8)

mAla.p F(a)B

That is, A plays the role o® and N the role ofX in (5). GivenA, N,,...,N, are
conditionally independent and their likelihood igsen by

)IN'
h(N| )= |‘| - (9)
Then, using formula (5), the posterior distributien
~ ( /8 o -1 /] a-1
7I(A |N) 0 ———exp(1 /,8)|_| e D A7 expA /,8) (20)

Ha)B

which is Gamma distributiorGamrm(c?,ﬁ) , 1.e. the same as the prior distribution with
updated parametei& and 3 given by:

S a= ‘ N4,
a-da a+i§ , a1
B ~ B=PI1L+ Bxn).

The expected number of events, given past obsenstE[N,,, [N ], (which is a mean
of the posterior distribution in this case) alloflesa good interpretation, as follows:



a'+zn"Ni

B[Ny [N]= ELA [N] =% f= - 2= wl + (=W, (12)
where
— 1 : . .
N = EZ;‘ N; is the estimate ol using the observed counts only,
Ao = a:,B is the estimate ol using a prior distribution only (e.g. specified éxpert),

w= N is the credibility weight in [0,1) used to combiAg and N .
n+1/ g

As the number of yeans increases, the credibility weight increases and vice versa.
That is, the more observations we have, the greaeshbility weight we assign to the
estimator based on the observed counts, whileetbset credibility weight is attached to
the expert opinion estimate. Also, the larger tbkatity of the expert opinion (largef),

the greater credibility weight is assigned to obagons.

Recursive calculation of the posterior distributien very simple. That is, consider
observed annual count$;, N,,...,N,  ,.whereN, is the number of events observed in

the k-th year. Assume that the prior distributia1 | a, 8) , Gamma(a, §) , is specified
initially, then the posterior distribution, (1| N,,...,N, 3fter thek-th year is the Gamma

« k .
distribution, Gamma(d,, B, ), with &, =a +> N; and S = B/(1+ Bxk ). Observe that,
i=1

Ay =@+ N, Bk :,ék—ll(l"',ék—l)- (13)

This leads to a very efficient recursive schemegemnghthe calculation of posterior
distribution parameters is based on the most reobservation and parameters of
posterior distribution calculated just before thisservation.

3.2 LogNormal-Normal (severity modelling)

The LogNormal distribution|.N(x,0) is often used to model the severity of operational
risk losses (a numerical example is provided intiSecd). Suppose that conditionally,
given i and o, observationsX =(Xg,...,X,, jare independent random variables from

LN(u,0) with a density

_ 1 (Inx- p)?
f(x|u,a)—XWex;{— 52 ) (14)



That is,Y, =In X;, i=1...,n, are distributed from the Normal distributid¥(, o) .
Assume that parameter is known and the prior distribution fgu is the Normal
distribution, N(,,0, ), with a density:

_ 1 _ (/J_/Jo)2
77(,U|:U0’0-0) - UO\/ETeX J (15)

207

That is, 4 plays the role oBin (5). The case of a conjugate joint prior fortbgt and

o unknown is considered in Appendix A. The likelildoaf the observations (conditional
on the parameterg ando) is

n 1 (Y -4)°

h(Y |u,0) = exg —— : 16
(Vino) Da\/ﬁ [{ 20° (4o

Then, using formula (5), the posterior distributtan be written as

_ 2 r_ 2
ex{_ (uz to) J n exp{— (Y.2 4 J o
~ Oy g H~ Ko
Y)Od Oexp —~———|, 17

UY) o2 B o~N2m 26¢ J a7

which is a Normal distributio(,,d, ,)i.e. the same as the prior distribution with
updated parameters

Ho = Ho = (o + @) Y)I(L+nxw),
0 0 0 IZ:; (18)

0% - 05 =05 I(l+nxw), wherew=0}/0?.

The expected value of ., (given past observationsk[Y,,, | X , hllows for a good
interpretation, as follows:

Ho + wZn:Y. B
E[Yo [ XTI = E[u|X] = 1 = ﬁ =WY +(1-w)y, (19)
where
- 13 . . .
Y = ﬁzYi is the estimate of: using the observed losses only,

i=1



Mo is the estimate oft using a prior distribution only (e.g. specified éxpert),

w= % is the credibility weight in [0,1) used to combipg andY .
n+o“/o;

As the number of observations increases, the dfiggilveight w increases and vice
versa. That is, the more observations we have tkatgy weight we assign to the
estimator based on the observed counts and ther legsght is attached to the expert

opinion estimate. Also, larger uncertainty in theert opinionag leads to a higher

credibility weight for observations and larger iy of observationso? leads to a
higher credibility weight for expert opinions.

The posterior distribution can be calculated regelg as follows.Consider observations
Y1, Yo, Yy,.... Assume that the prior distributiom( | Ly, 0, , N(ty,0,), IS specified

initially, then the posterior distributiori, (¢ |Y,,...,Y, after thek-th year is the Normal
distribution N((£),(F0) ) with

k
(i) = (Mo +szi)/(1+ kxw) and (5§)k = Jg A+ kx*xw),

i=1

wherew=0¢ /0°. Itis easy to show that

(fy) k4 +[(5g)k—1/02] XY

(65)is
1+[(6)a! 07 (20)

1+[(68) 4/ 0°1

(5§)k =

(fo)x =

That is, calculation of posterior distribution paseters can be based on the most recent
observation and the parameters of the posteridrilsiion calculated just before this
observation.

3.3 Pareto-Gamma (severity modelling)

Another important example of the severity distribng which is very useful to fit the tail
of the distribution, for a given threshold> 0, is the Pareto distribution with a density

"
f(x16) =§Gj . (21)

It is defined forx=L and¢ >0. If £ >1, then the mean ik /(& —1), otherwise the
mean does not exist. Suppose that conditionallygrgé , observationsX = (Xg,...,X,, )

are independent random variables from the abovet®adistribution and the tail
parameteré has a prior Gamma distributiddamma(a, ) , with a density



m&a,B)0 & exp¢l B). (22)

Using formula (5), the posterior distribution

~ —zn _ 3 ﬁ x £a-1 _i a-1 _i
(&) X) =&Mex (3+1)i§|n( Lﬂ £ ex;{ ﬁjDE ex;{ ,3} (23)

is Gamma,Gamma(a, ,5’) , 1.e. the same as the prior distribution with updgparameters

a - a=a+n,

gt o pt=p" +Zn:|n(%j. (24)
=1

The mean of the posterior distribution f#érallows for a good interpretation, as follows:

a+n

i

E=E[f|X]=dxpB= =wéME + (1-w)&,, (25)

where

~ n X ). . - . .
EMLE :%ZIn(T'] is the maximum likelihood estimate éfusing the observed losses,
-

¢, = ax [ is the estimate of using a prior distribution only (e.g. specified éxpert),
-1

W:{iln[%ﬂ{iln(éj+%} is the weight in [0,1) combining, and &M .
i=1 i=1

The posterior distribution can be easily calculatedursively.Consider observations
X1, Xgpeeey Xiheeo . Assume that the prior distribution(¢ |a, 8) , Gamma(a, f) , is

specified initially, then the posterior distributigy, (¢ | X4,...,X, ) after thek-th year is
R R k
the Gamma distributioamma(d,, B, With &, =a +k and Bt = 87+ In(X;/L).

i=1
It is easy to show that

G =04 +1, B = Ak_}l+|n(%j' (26)

Again, this leads to a very efficient recursive estle, where the calculation of the
posterior distribution parameters is based on thetmecent observation and parameters
of the posterior distribution calculated just beftinis observation.

10



It is important to note that the prior and posterdistributions ofé are Gamma
distributions formally defined foré >0 . Thus, there is a finite probability that
Pr[¢ <1] > 0, which leads to infinite means of predicted digitions, i.e.E[ X;] = and
E[ X, .1 | X] =0 . If we do not want to allow for infinite mean befa, thené should be
restricted toé >1. In the following section we explain how to dealhwsuch problems.

3.4 Restricted Parameters

In practice, it is not unusual to restrict parameté&or example, for given observations
X =(X4,....X,,) we choose the LogNormal distributiobN(x,0), and we choose a
prior distribution foru to be the Normal distributio\ (4,0, .However, if we know
that 4 cannot be negative, we restri§i4,,0, t9 nonnegative values only. Another
example is the Pareto-Gamma case, where the pistribdtion for parameteg is
Gamma(a, B) , defined foré >0. But if we do not want to allow for infinite mean
predicted loss, then the parameter should be ctxdrio é >1. These cases can be easily
handled by using the truncated versions of therqmasterior distributions. Assume that
71(6) is a prior distribution whose posterior distritmutiis 72(6 | X) = h(X | 8)n(6)/ h(X) ,
where @ is unrestricted. If the parameter is restrictedtod < b, then we can consider
the prior distribution

. C) NN _ 7
nl(e)_m | .o, Prlasé@s<b]= J;n(ﬁ)de, (27)

for somea andb, with Prla<8<Db]>0. Here:l__,, =1, if a<f<b, and equals zero
otherwise. Prla<@<b] plays the role of normalization and thus the paoste
distribution for that prior is simply

oy _ mB]X) b
" (8]X) = Pr[asesb|x1'%95b’ Prla<@<b|X] = [ (6] X)d6. (28)

a

It is obvious that if2(8) is a conjugate prior then” (8) is a conjugate prior too.

4 Estimating structural prior parameters subjectively

In general, the structural parameters of the pudtributions can be estimated
subjectively using expert opinions (pure Bayesippraach) and using data (empirical
Bayesian approach). The latter will be considerethe next section. In a pure Bayesian
approach, the prior distribution is specified sobyely (that is, in the context of

11



operational risk, using expert opinions). Berg&88) lists several methods (belo®@, is

a parameter space 6f):

» Histogram approach split © into intervals and specify the subjective prolgbil
for each interval. From this, the smooth densitytloé prior distribution can be
determined.

* Relative Likelihood Approach: compare the intuitive likelihoods of the diffeten
points in® . Again, the smooth density of prior distributioancbe determined. It is
difficult to apply this method in the case of unhded parameters.

» CDF determinations. subjectively construct the cumulative distribatifmnction for
the prior and sketch a smooth curve.

* Matching a Given Functional Form: find the prior distribution parameters assuming
some functional form for the prior distributionrmatch prior beliefs (on the moments,
guantiles, etc) as close as possible.

Below, using the method of matching a given funttiorm, we consider the estimation
of the prior distribution parameters for Poissomr&aa, Pareto-Gamma and LogNormal-
Normal distribution pairs. The use of a particutaethod is determined by a specific
problem and expert experience. Usually, if the eigu values for the quantiles (or
mean) and their uncertainties are estimated byeipert then it is possible to fit the
priors.

4.1 Poisson-Gamma

Suppose that the annual frequency of the operatigsialossesN is modeled by the
Poisson distribution,Poisson(A) , and the prior distributionz(A|a,B) for A is
Gamma(a, ). Then,E[N |A] =4 and E[A] =ax 3, see Section 3.1. The expert may

estimate the expected number of events but he cabencertain in the estimate. One
could say that the expert’s “best” estimate forekpected number of events corresponds
to E[E[N |A]] = E[A]. If the expert specifie€[A] and an uncertainty that the “trud”

for next year is within the intervafp] with the probabilityPrla< A <b] = p (it may be
convenient to sep = 2/3), then the equations

E[A]=ax S,

b (29)
PrlasA<b]=p=[n(A]a,B)dA = F{3b] - F{P[a]

can be solved numerically to estimate the strutppmeametersr and 5. Here, Féi} []

is the cumulative Gamma distribution with parameterand S

F&Iy] =_)[l X exp{— 1jdx. (30)
a.p . r(a)ﬂa Ig

12



In the insurance industry, the uncertainty for ‘ttnee” A is often measured in terms of
the coefficient of variationVco()l):JVar()l)/E[/}]. Given the expert estimates for

E[A]=axf and Vco(A)zl/\/E, the structural parameterg and [ are easily
estimated.

For example: if the expert specifiéfA] =05 and Pr[025< A < 075 = 2/3,
then we can fit a prior distributioGamma(a = 3.407, 5= 0.147) by solving (29).
Assume now that the bank experienced no losses tbeefirst year (after the prior
distribution was estimated). Then, using formulds)( the posterior distribution

parameters are@; =3.407+0=3.407, [, =0.147/(1+0.147) =0.128 and the estimated

arrival rate using the posterior distributionds= a, x 8, = 0.436. If during the next year

no losses are observed again, then the posteristribdition parameters are
a,=a,+0=3407, pB,=L/1+p5)=0113 and A,=a,x[3,=0.385 Subsequent
observations will update the arrival rate estimatomrespondingly using formulas (13).
Thus, starting from the expert specified prior, elations regularly update (refine) the
posterior distribution. The expert might reassesosterior distribution at any point in
time (the posterior distribution can be treatea @sior distribution for the next period), if
new practices/policies were introduced in the b#rat affect the frequency of the loss.
That is, if we have a new policy at tirke expert may reassess parameters and replace

&.and B, by d; and S, respectively.

estimate of the arrival rats year

0.9
0.8

0.7

y
06 %‘ﬁ
0.5

T . /AN
> 04 *
0.2 1 /\/ —— Bayesian estimate
0.1 —e— maximum likelihood estirrqte
(0] ® ® 3 L T T T !
0 3 6 9 12 15
year

Figure 1. The Bayesian and the standard maximum likelihood estinaftabe arrival rate vs the
observation year. The Bayesian estimate is a mean of the podistitoution when the prior distribution
is Gamma witha = 341 and S = 015. The maximum likelihood estimate is a simple averager the

number of observed events. The annual counts @,®,1, 0, 1,1, 1, 0, 2, 1, 1, 2, 0) were sadhjilem
the Poisson withl = 06

In Figure 1, we show the posterior best estimatetfe arrival rateﬁk =a, X,E’k,
k =1,...15 (with the prior distribution as in the above exd@pwhen the annual number

13



of eventsN, , k=1,...15, are simulated from the Poisson distribution witkr 0.6. On
the same figure, we show the standard maximumilietl estimate of the arrival rate

/Tk = %zik:lNi . After approximately 8 years, the estimators agy/\close to each other.

However, for a small number of observed years Blgesian estimate is more accurate
as it takes the prior information into account. Yumlfter 12 years, both estimators
converge to the true value of 0.6 (this is becatsebank was very lucky to have no
events during the first four years). Note that fois example we assumed the prior
distribution with a mean equal to 0.5, which ideliént from the true arrival rate. Thus,
this example shows that an initially incorrect priestimator is corrected by the
observations as they become available. It is isterg to observe that, in year 14, the
estimators become slightly different again. Thisbecause the bank was unlucky to
experience event counts 1, 1, and 2 in the yeard3,2and 14 respectively. As a result,
the maximum likelihood estimate becomes higher thartrue value, while the Bayesian
estimate is more stable (smooth) in respect touthleicky years. If this example is
repeated with different sequences of random numbben one would observe quite
different maximum likelihood estimates (for smiglland more stable Bayesian estimates.

4.2 LogNormal-Normal

Suppose thatX, the severity of operational losses, is modeledthy LogNormal
distribution, LN(x,0), see Section 3.2. Then, for giverand o, the expected loss is

E[X | 4,01 =M (1,0) =exp+30?) (31)
and the quantile at leve] is
Qq(1,0) = expu +dZ,), (32)

whereZ, is the standard Normal quantile at the legelConsider the case whenis
known and the prior distribution for is N(u,,0,). In this case, unconditionally,
M (u,0) is distributed fromLN (£, +%02,0'0) and the quantil®,(x,0) is distributed
from LN(4 +0Z,,00) .

The expert may specify “the best” estimate of tkpeeted losE[M (1, 0)] and
uncertainty, i.e. the intervab)p] such that the true expected loss is within theriral

with a probability p=Prl[a<M <b]. Then the equations
E[M] =expuy +30° +305),

Inb-10?% - 144 o Ina-10° -, (33)
O Oy

p=PrlasM <b]=®
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can be solved to fingi,, 0,. Here,®[.] is the cumulative standard Normal distribution.
For example, if =2 and the expert estimates ar&[M]=10 and
p=Prl8<M <121 =2/3 then we can fity,= 028and g,= 021and use (20) to
calculate the posterior parametdy%),,(Jd,) as observations,, k=12 ,.become

available.
Also, one can fit parameteys, and g, using estimates for some quantile and

uncertainty by solving

E[Qy] = exp(ip +0Z4 +335),
Inb-0Z,, - 14, o NazoZq =i | (34)
O O

p=PrlasQ, sb]:d{

If the uncertainty fortM (4,0) or Q,(¢,0) in (33)-(34) is measured using the coefficient

of variationVco(x) = \/Var (x) / E[X], then y,, 0, are easily expressed in the closed form.

In the insurance industico is often provided by regulators.
If the prior distributions for botlu and o are required, see Appendix A, we can use a

simple relationship betweesm and two quantile$), ), Qqa):

g = ln(Qq(Z) /Qq(l)) /(Zq(z) - Zq(l)) . (35)

Then, one can try to fit the prior distribution far using the expert opinions on, e.g.
E[In(Qqz) / Qq)] and Prla< Q) / Qqqy <b] or the opinions involving several pairs of
guantiles. Giveru, the prior distribution forz can be estimated using equations (33) or
(34).

4.3 Pareto-Gamma

Suppose thak, the severity of operational losses exceedingstioklL, is modeled by
the Pareto distributionPareto(é) . Then, for givené, E[X |{] = u(é) =LEN(E-D),

with ¢ >1, and the quantile at level is Q,(¢) =Lexp[-In(1-q)/<¢], with £ >0, see
Section 3.3. It is reasonable to assume that, whttonally, expected loss is finite, then
the tail parametef should satisfyé > B >1 and we can choose the prior distribution for
& to be a Gamma distribution truncated beB®w

L ETNexpEElf)
n.(glalﬁ)_lBs{ (1—F£§§;)[B])><F(a),3”' EZB,O’>O,ﬁ>O, (36)

where F;,C;) [.]is a cumulative Gamma distribution. If the expestimatesE[¢] and the

uncertaintyPrla< é < b] = p, then the following two equations
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F© g
E[&]=ax[x —a:éﬁ[B]]
F{9) [b] F{91al

“”[B]

(37)

Prlasé<b]=

can be solved to estimate the structural parameteasd . Assume that, the lower
bound for the tail parameter i8=2 and the expert estimates aig¢]=
Pr[d<é<6]=2/3. Then we can fita =23086 [=0.217 and can calculate the

posterior distribution parametek,,ék, when observationsX, ,k =12 ,...become

available, using (26). In Figure 2, we show thessgjuent posterior best estimates for the
tail parameter

b =@ xfx1-F S BN /A-FI[B) , k=12. (38)
when the losseX, are simulated from the Pareto distribution wftk 4 andL =1. On

the same figure, we show the standard maximumili&et! estimate of the tail parameter
Ek :[%Z:(:lln(xi /L) It is easy to see that the Bayesian estimatesnare stable

while the maximum likelihood estimates are quitelatie when the number of
observations is small. As the number of observatioereases, two estimators become
almost the same.

estimate of the tail parameter vs number of obtamns

\

\ —— Bayesian estimate

\ //\ —e— maximum likelihood estimate

[
N

el
o r

}

tail paramete
w M 01 O N 0O ©

o
w
()]
(o]
=
N
=
a1

number of observations

Figure 2. The Bayesian and the standard maximum likelihodidhaetes of the Pareto tail parameter vs the
number of observations. The Bayesian estimate imean of posterior distribution when the prior
distribution is Gamma witler =23 ,18= 022, truncated belowB =2. The actual losses were sampled

from the Pareto distribution with =4 andL =4.
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If it is difficult to express opinions o#é directly, then the expert may try to estimate
expected loss, quantile or their uncertaintiesaigght be difficult numerically to fit, 8
if expert specifies expected lo&$4/(<)] or expected quantil&[Q, (<)]

E[u(&)] = [ & |a,f)dé, EIQy(E)]=L[Qq()m¢é|a,AdE, (39)
B B

as these are not easily expressed, although tser®m iproblem in principle. Fitting
opinions on uncertainties might be easier. For gtamif the expert estimates the
interval [a,b] such that the true expected loss is within therwal with the probability

Prlas< u(&) <b] = p then it leads to the equation

a (G)[ al- F(G)[b] _
Pilas u()<b)=p= [ m(é|a, paE = —Fe e @O
b

Here, the interval bounds should satisfxa<b<BxL/(B-1). The estimation of the
interval [a,b], L<a<b, such that the true quantile is within the intérvath the
probability Prla < Q,(¢) < b] = p leads to the equation

F©rc F(G) C
Pria<Qy(é)<b] = Ljn(ﬂ g =To ZF](G)[B][ !

| (41)
__In@-9) - =_In(1 Q)
Y no/L)’ T? In@/L)’

where the interval bounds should satitfg a<b < LexpHIn(1-q)]/B). Equations (40)
and (41) or similar ones can be used t@fiand 5. If the expert specifies more than two

guantities, then one can use, for example, a nealileast square procedure to fit the
structural parameters.

5 Estimation of the prior parameters using data

The prior distribution can be estimated using agimad distribution of observations. The
data can be collective industry data, collectiviadia the bank, etc.

The maximum likelihood estimator.
For example, consider a specific risk cell (evemetbusiness line) id banks with the
observationsX;  , k=1...K;, j=1..,J. Here,K; is the number of observations in

bankj. Assume thatX;, ,k=1...,K; are conditionally independent and identically
distributed fromf (X, , |0;), for given®;. That is, the risk cell in thpeth bank has its
own risk profile®;. Assume now tha#;, j=1...,J, are independent and identically
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distributed from7(0;) , that is we assumed that the risk cells in diffeteanks are the

same a priori (before we have any observations®gnThe likelihood of all observations
can be written as

J

K
Y=T] {Df(xj“aj)}n(ej)dej. (42)

j
=" | k=1

The parameters ofi(8;) can be estimated by maximizing the above likelthodhe
distribution 72(0 ;) is a prior distribution for the cell in theth bank. Using internal data
of the risk cell in thg-th bank, its posterior distribution is calculatezing (5) as

Kj
ﬁ(9j|xj,k,k:1...,r<j):|<‘|f(xjyk|ej)n(ej), (43)
=1

where 71(8;) was fitted with MLE in (42). The basic idea hesethat the maximum

likelihood estimates based on observations fronbatlks are better then those obtained
using smaller number of observations availabléertsk cell of a particular bank.

The maximum likelihood estimator with a priori diff erences.

It is not difficult to include a priori known diffences (for example, exposure indicators,
expert opinions on the differences, etc) betweenritk cells from the different banks.
As an example, we consider the case when the afmegaiency of the events is modeled
by the Poisson distribution with the Gamma priod @stimate structural parameters
using the industry data with differences betweenkthnks taken into account. Consider a
risk cell in J banks with observationt\;,, k=1...,K;, j=1..,J. So, N;, is the

annual number of events observed in the cell ofjititebank in thek-th year. Also,
denote N :(le,...,Nj,Kj ). Assume thatN;, are conditionally independent and

identically distributed fromf (N, | A;) = Poisson(4; xV; ), for given A;. Here,V, , is

the known constant (i.e. the gross income or thieimre or combination of several
exposure indicators) and|, is a risk profile of the cell in theth bank. Also, assume that

A, j=1...,J are independent and identically distributed franl;) = Gamma(a, ) .

Kj Kj
DenoteN; =3 N;, , V; =2V, . Then, similar to (42), the likelihood of obsefeat
k k

can be written as
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J Kj
W= I_"J‘{Hf(Nj’k |Aj)}n(aj)d/lj

[ K Nj k -1, ~AjlB
:li”- Je—ﬂjVj,k V;xA;) X/\‘j' e ) n s
1 ﬂ (N ! rap”
N
&2 Vi) L M(a+Nj)
= X

Ak (N @ v ™

The parameters can now be estimated by maximihiedpg-likelihood

Iny Di{lnl’(aH N;)-In[(a)-alnB-(a+ Nj)ln(%+vj}}. (45)

j=1

To avoid the use of numerical optimization requifedmaximizing (45), one could also
use a method of moments. Denoty =E[A]=aB , ¢ =Vail,]1=aB* The

appropriate estimatomiO and dZ for A, and g respectively are

. Ki N.
where/; :LZ—”‘,j =1...,J,
i k@ Vik

see Appendix B for proof. These can easily be usegstimatea and 8 asa :/10/ ,5’
and ,@ =67 //10 correspondingly.

Once the prior distribution parametess and S are estimated, then, using (5), the
posterior distribution of1; , for thej-th bank is

A 1B LK v A )Nk o A
A, IN,-)D—( \/5) e”l"?|‘|e”lvllk—(\/l'k ) g i “ex;{—)l,-v,-——’} (47)
r(a)B k=1 N; ! B

which is Gamma(d, ) with

Kj . Kj
d=a+> Nj, andB=pBI1+Bx) V). (48)
k=1 k=1
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Assume that, the exposure indicator of the celthiej-th bank for the next year is
Vj’Kj+1 =V . Then, the predictive distribution for the annnamber of events in the cell

(conditional on the past internal data) is NegaBugomial,NegBin(a, f)=1/(1+V,é)):

_ v O AT gy JTIN*G) e
(N, =NINj) = e eV dA = @GN @a-p)NpT. (49)

Observe that we have scaled the parameters foidewimgy a priori differences. This

leads to a linear volume relation for the variafiwection, see (56) below. To obtain
different functional relations, it might be better scale the actual observations. For
example, given observations, ,, j =1...,J, k=1...,K; (these could be frequencies or

severities), consider variableg, =X, /V;, . Assume that, for giver®;, Y,,,
k=1...,K; are independent and identically distributed frérg[0;). Also, assume that
0,,...,0, are independent and identically distributed frentn). Then one can construct
the likelihood ofY;, using (42) to fit parameters af(.) or try to use the method of
moments.

6 The capital calculations and the discussion of
dependence

For the purposes of the regulatory capital calcutat of operational risk, the annual loss
distribution (in particular its 0.999 quantile asisk measure) should be quantified for
each risk cell (event type/business line) in thekba@onsider a risk ce|l in the bank.
Assume that the frequendy (.[%;) and severityf; (.|a;) distributions, giveri; and
a;, for the cell are chosen. Also, suppose that tetgpior distributionsi(a; |N) and
(e | X) of &; and a; respectively are estimated using the prior digtiims (for
example, quantified via expert opinions or extedwth) weighted with the observed data
using (5). Then, under the model (1), the annuss Idistribution of the cell can be
calculated using, for example, the Monte Carlo pdace with the following logical steps
(where all random samples are independent):

Stepl For a given risk, simulate the risk parameteks anda; from their posterior
distributions7i(a ; [N) and 7i(e; | X).

Step2 Given); from the Step 1, simulate the annual number oh&vl; from the
frequency distributiorP, (.| 4 ;) of thej-th risk.

Step3 Givena; from the Step 1, simulate severiti¥s ,,n=1,...,N; from the severity
distribution fj(.laj) of the j-th risk. Note that all severitieS(j'n,n:J,...,Nj are

simulated from the same distribution (i.e. risk fjeoparametera'? is applied for the
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whole year). This is because one of the assumptionsdel (1) is that the severities are
independent and identically distributed for givepanda; .

Nj
Step4 Find the annual loss of theh risk asZ; = Z Xin-

n=1

Steps Repeat Steps 1-K times to build a sample of the annual losgggk) ,
k=1...,K. Then, the 0.999 quantile (and other distributbaracteristics if required) is
estimated using the sampfg (k), k =1,...,K in a usual way.

If we assume that there aderisk cells in the bank and these are independkeat the
bank total annual loss can be calculated by repg&teps 1-4 for each risk cell to find

J
Z;, j=1..,J. Then the bank annual loss is sim@y, :ZZi . Repeating the whole
J

procedureK times will build a sampl&,, (k )k =1,...,K, that can be used to estimate

the annual loss distribution for the whole bankd(és capital). However, according to
the Basel Il requirements, see BIS (2005), the fuaak capital should be calculated as a
sum of the risk measures in the risk cells if bankiodel cannot account for correlations
between risks accurately. If this is the case, tB@ps 1-5 should be performed for each
risk cell to estimate their risk measures separaldien these are summed to estimate the
total bank capital. Of course, adding quantilesrdtie risk cells to find the quantile of
the total loss distribution is too conservativeitags equivalent to the assumption of
perfect dependence between risks.

An attractive way to model the dependence betwisks is via dependence between
risk profilesi;, a;, j=1..,J. This can be used to model the dependence between

frequencies, between severities, and even betwesgudncies and severities. For
example, the procedure can be as follows:

Step 1 Simulate the risk parametets;, a j =1...,J simultaneously from a

j ’
multivariate distribution with the marging(k; [N) , 7(a; |X) and an appropriate
dependence structure (copula). For further infoilonabn the application of the copula
method in finance, we refer to McNeil, Frey and Eeats (2005).

Step 2 Givenk; from the Step 1, simulate the annual number ohtv; from the
frequency distributiorP, (.| 4 ;) for each risk cellj =1,...,J.
Step 3 Givena; from the Step 1, andl; from Step 2, simulate independent severities

Xnn=1..,N; from the severity distributiorf; (.|a;) for each risk cellj =1,...,J.

jne
Nj
Step4 Find the annual loss for each risk cellgs= z Xins 1 =1...,d, and the bank

n=1

J
total loss asZ,, = Y Z; .
j
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Step 5 Repeat Steps 1-K times to build a sample of the annual losZggk),
k=1...,.K andZ (k). Then, the 0.999 quantile (and other distributbaracteristics if
required) is estimated using the sampfegk), k=1...,.K andZ,, (k )in a usual way.

If the risk profiles;, a;, j=1..,J, are dependent one may discuss whether we

determine the posterior distribution in théh risk cell using the data from theh risk
cell only or using the data from all risk cells.afls, if there are two dependent risk cells
i andj then we can learn something about posterior digion in thei-th risk cell from
the observations in theth risk cell and vice versa.

Note that in the above procedures we simulated risie profiles &, a;,

] =1...,d, from their posterior distributions for each sintida. Thus, we model both
the processincertainty, which comes from the fact tit are random variables, and the

parameteuncertainty, which comes from the fact that we doknow the true values of
Aj, Q.

The modelling of common events (shocks) that affeghy risk cells simultaneously
is an important part of operational risk modellinbhese will introduce additional
dependence between frequencies in the risk ceklisl.mdskog and McNeil (2003).

Accurate quantification of the dependencies betwienrisks is a difficult task,
which is an open field for future research.

7 Conclusions

In this paper we proposed to use the Bayesianané&r method for the quantification of
the frequency and severity distributions of operai risks. The method is based on
specifying the prior distributions for the paramstef the frequency and severity
distributions using expert opinions or industry adathen, the prior distributions are
weighted with the actual observations in the bankdtimate the posterior distributions
of the model parameters. These are used to estimatannual loss distribution for the
next accounting year. The estimation of low frequemisks using this method has
several appealing features such as: stable estisnaiople calculations (in the case of
conjugate priors), and the ability to take into@aat expert opinions and industry data.

There are many other aspects of the Bayesian mferenethod that might be
useful for operational risk modelling as well adated issues. For example, the
hierarchical Bayesian approach can be used to &stirthe prior distribution by
combining several expert opinions with externaladad “toy” model is studied in
Buhlmann, Shevchenko and Withrich (2006). The dégece between risks can
potentially be introduced by considering, for ex#&ngvolutionary models, where the
structural parameters (risk profiles) are evohim¢gime and are dependent.

One of the features of the described method isttieatvariance of the posterior
distribution 72(0 |.) will converge to zero for a large number of obs#ions. This means

that the true value of the risk profile will be kmo exactly. However, there are many
factors (for example, political, economical, legatic.) changing in time that should not
allow for the precise knowledge of the risk prafil®©ne can model this by limiting the
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variance of the posterior distribution by some lovexels (e.g. 5%). This has been done
in many solvency approaches for the insurance inglusee e.g. Swiss Solvency Test
(2005), formulas (25)-(26).

In conclusion, we are very grateful to Paul Embtector his support and
encouragement and Richard Jarrett for valuable camsn
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Appendix A
The LogNormal distribution with the joint prior for both x4 and o.
Suppose that conditionally, giveru and o, observations X =(X,,...,X,, )are

independent and identically distributed random aldgs from the LogNormal
distribution LN (¢, 0) with a density

_ 1 _(Inx-p)?
f(x|u,o)= x\/27702 ex;{ Py ] (50)

Thatis,Y, =In X, ,i=1...,n are independent and identically distributed fréne Normal

distribution N(u,0) . Assume that the prior distribution of is the Inverse Chi-squared
distribution, InvChiSq(v, 8) , and the prior distribution oft (given ¢?) is the Normal
distribution N(8, 02 / ¢) with the densities:

. o2 2\"51
m0?) = IvChisq(v, B) = 0T (%J ex;{—izj,

| 0?) = N(6.0% 1 9) :;ex;{— (”_9)2].

2o @

Then the joint prior distribution is

(51)

o_ 1 (-9 2¥"° (o? {ﬁlij
) ole 202/40} ﬂF(WZ)( ,6’] N 20 (52)
_v+l_

007 % e - L lo+ -0
20

It is easy to show that the marginal prior disttiba for 4 is shiftedt-distribution with
v degrees of freedom as follows:

ta) = [ 0%y 0 52 e = 2 1+ otu= 071 o
X

v+l _.

0]y e - 416+ ot 61 o L1+ -6

jz 2 1exp(—z)dz (53)

v+l | vHl
2

v+l

OL+ev(u-6)21vB)] 2.
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_v+l+n_ o n J— n
Denote W(o) = (0?) 2 , Y=1%'Y, and Y?*=1%"Y? Then, the joint posterior
i=1 i=1

distribution

Alp, 0 | X) 0 W(0) ex;{—yiz[w px (=67 + Y ( —u)ZD

i=1

0 W(o) ex;{—z—lz[m @+ M) + g8 — 2u(@0+ 1Y) + n?]j
ag

_ —2 -2 (54)
DW(J)ex{_?iz[ﬁ+¢92+nY2—{w+nY} +(¢+n){,u_¢6+nY} B

p+n p+n
v+l

0?3 exr{—?iz[m - éﬂj

has the same form as the joint prior distributio®)(with parameters updated as follows

+nY - (59)
g—»é:w n

p+n
¢~ @=g+n.

Appendix B

The method of moments to estimate the structural pameters in Section 5.
Assume that, givedl;, observationsN;,,k=1...K;, are independent and identically

distributed fromPoisson(4,V; ). Also, assume that;, j =1...,J, are independent and
identically distributed fronGamma(a, ) .

DenoteA, = E[4;]=af, 0§ =Varfj;] = afs? and consider the standardized frequencies
Fik =N /V\. Itis easy to observe that,

E[N],kl/]]]z/]jvjyk’ Var(NJ’kl/]J)=/1]VJ’k,

(56)
E[F; [A1=2,, Var(F;, |4;)) =21V,

and
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E[Fj,k] = E[E[Fj,k Mj]] = E[Aj] = Ao,

57
Var(F; ) = E[Var(F;  |A))] +Var(E[F;  [A;]) = E[A; IV, ] +VarA;] :\;]—O+J§. ®7)

ik
Observe thatF;, are conditionally, givend;, independent and consider estimators

~ j
A, :Kiz ik»J=1...,J. These estimators are independent and
k=1

- 1 Ki
E[A] :K_ZE[Fj,k] = Ao,

i k=1

(58)
Var(A,) = E[Var(J, | A,)]+Var(E[, |1,]) = 22 +a§.
J k=1 jk
Thus
J
%z J (59)

=

is an unbiased estimator fdg. In the case of the same number of observations pe
company and the same weigm§k, this estimator would have a minimal variance

among all linear combinations dli . Next, calculate
J R ~ J R ~
ZE[(AJ' = Ao) ]:ZE[(/M ~Ao t A5 = A0)°]
= j=1

= ZJ:[Var(j )+ Var(4,) -2cov(d;, Ay)] = ZJ:[Var(j ) +J—12§J:v<ar(f|i ) —§Var(j )1 (60)
i=1 i=1 i=1

_1J3 - J Kj
IS Var(h ) =1, 2 12 L io2-0.
j=1 J =K k=1VJk
Thus
) 1i(j Ay Aoilgl (61)
J-170 JZK? @V

is an unbiased estimator far; . Observe thaf; is not necessarily positive, hence we
take g2 = max{gg ,0} as the final estimator fagy .
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